SAO 205/SAO 205E SIBER GUVENLIK YONETISIMI

DERS PLANI
Hafta Konular
1 Temel Giivenlik Kavramlari ve Prensipleri
2 Tehdit Modelleme
3 STRIDE yontemi
4 Risk Ydnetimi ve Guvenlik Kontrolleri
5 Yonetisim Unsurlari
6 Sertifikasyon ve Akreditasyon
7 Bilisim Hukuku Temel Bilgiler
8 Ara Sinav, Giivenlik Standartlar1 (ISO27xx, KVYS, Yerel SG mevzuati)
9 Giivenlik Standartlar1 (ISO27xx, KVYS, Yerel SG mevzuati)
10 Ortak Kriterler (Common Criteria) Standardi
11 Denetim Yapilari
12 Siber Givenlikte Etik
13 TR'de Siber Guvenlik Organizasyonu
14 TR'de Siber Guvenlik Organizasyonu
15 -
16 Final Smav1
COURSE PLAN
Weeks Topics
1 Basic Security Concepts and Principles
2 Threat Modeling
3 STRIDE Method
4 Risk Management and Security Controls
5 Governance Elements
6 Certification and Accreditation
7 Basic Information on Information Technology Law
8 Midterm, Security Standards (ISO27xx, KVYS, Local SG Legislation)
9 Security Standards (1SO27xx, KVYS, Local SG Legislation)
10 Common Criteria Standard
11 Audit Structures
12 Ethics in Cybersecurity
13 Cybersecurity Organization in Turkey
14 Cybersecurity Organization in Turkey
15 -

Final Exam




