SAO 202/SA0 202E SIBER OLAY YONETIMIi

DERS PLANI

Hafta Konular
1 Siber Olay Yénetiminin ilkeleri
2 Siber Saldir1 Tiirleri
3 Siber Olaylarin Tespiti ve Analizi
4 Merkezi Kayit ve Yonetim Sistemleri
5 Olay iliskilendirme Sistemleri (SIM)
6 Bilgi Giivenligi ve Olay Yo6netimi (SIEM)
7 Adli Bilisim
8 Arasimav
9 SIEM Araglar
10 Siber Olaylara Miidahele Ekipleri (SOME)
11 SOME Operasyonel Elemanlari ve Proje Plani
12 Acik Kaynak Kodlu Merkezi Giivenlik izleme Yazilimi (OSSIM)
13 Log Analizi
14 SOC Lab. Calismasi Seviyel - Olay Miidahale Senaryo Uygulamalar1 & SOC Lab.

Calismasi1 Seviyel
15 -
16 Final Smawv1
COURSE PLAN

Weeks Topics
1 Principles of Cyber Incident Management
2 Types of Cyber Attacks
3 Detection and Analysis of Cyber Incidents
4 Centralized Logging and Management Systems
5 Incident Correlation Systems (SIM)
6 Information Security and Incident Management (SIEM)
7 Digital Forensics
8 Midterm Exam
9 SIEM Tools
10 Cyber Incident Response Teams (CIRTS)
11 Operational Elements of CIRTs and Project Planning
12 Open Source Central Security Monitoring Software (OSSIM)
13 Log Analysis
14 SOC Lab Work Level 1 - Incident Response Scenario Applications & SOC Lab Work

Level 1

15 -

Final Exam




